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Abstract

Fault Tree Analysis (FTA) is an important part of the design of sys-
tems. The aim of FTA is to find causes of system errors already during
the design stage. We introduce a new method using SAT-solvers, which
can be used to analyze monotone systems. For other non-monotone sys-
tems, we show an existing method using BDDs. Finally, we present a few
extensions to traditional FTA.

1 Introduction

We present what FTA consists of, why it is needed, and how to perform
such an analysis.

This type of analysis was introduced in the forties, and benefited from
the recent advances in the field of formal methods.

Below is a figure showing the “traditional” development cycle of a
product. The analysis stage consists of an informal definition of what the
product is supposed to do. Then comes the design phase, followed by the
construction of a prototype to verify and find caveats in the design. Once
this is done, the design is corrected, and a new prototype is built.
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Building and testing prototypes can be both time and money consum-
ing. Therefore, it is usually a good idea to perform an amount of testing
and verification in early design stages, before any prototype is actually
made. This is the step where formal methods are involved.
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The process described above analyzes correctness, under the assump-
tion the all of its components are perfect, i.e. never fail. However this
assumption is not very realistic. It is often vital to prevent at least some
of the most common failures. If system designers know what failures a
system is likely to encounter, they can try to modify their design to pre-
vent these failures. If such a correction is not possible or feasible, they
can at least try to reduce the probability of occurrence probable by using
redundancy. It is also possible to create procedures to fix faulty systems
as quickly and cheaply as possible.
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In the above process, a model is built during the design phase. It
includes some of the imperfections of the components. For example, a
battery could fail to provide electricity. The first verification step ensures
that the system works correctly when no failure occurs. Then, we analyze
the system when failures are allowed to happen.

2  Fault Tree analysis

In order to be able to simulate and perform verifications on a system,
it must be described in a precise way. The information needed is the
following:

e Inputs of the system
e Qutputs
e How inputs and outputs are related

Each input and output is called a wvariable of the system. We split the
variables in two groups: configuration variables, and failure modes.



Configuration Variables
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¥ Failure Modes

Configuration variables are used to model interactions with users (or other
systems). A configuration of a system is an assignment of values to all

the configuration variables. Failure modes play a special role: they trigger
failures of components and cannot be controlled by the system or the user.

In fact, they are enabled randomly.

While Event Tree Analysis deals with finding the consequences of a component-
level failure, FTA consists of finding causes of system-level failures.

Here we will talk only about the later analysis, which involves Fault Trees.
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Fault Tree

A Fault Tree is a structure exposing the relationships between failure
modes and system-level failures. It is a tree representing a boolean ex-
pression. Its leaves are failures modes, its root represents the Top Event.

3 Monotone systems

First, we will describe informally monotone systems. Then, we will define
monotone boolean functions. Finally, we will present an algorithm based
on a SAT-Solver to perform FTA automatically.

3.1 Informal description

An example of a monotone system is given in the previous section. It
illustrates the terms failure modes, configuration variables. One of the
fault trees describing the system failures of this lamp illustrates the defi-
nition of a fault tree.

In this example, if the bulb brakes, no light can be emitted. Similarly, a
power failure prevents the emission of light. If both a power and a bulb
failure occur, no light can still be emitted. It is sufficient to have one of
these component fail to induce a system failure.



3.2 Definition

As Fault Trees represent boolean expressions, vocabulary dealing with
boolean functions is introduced below.

Monotone boolean function
Let A and B be two words of n bits. We have AC B iff Vi: A; = B;. A
boolean function f is said to be monotone iff A C B = f(A) C f(B)

For example, if a boolean expression contains “AND” and/or “OR”,
but no “NOT” nodes, it is monotone. Knowing that a function f is mono-
tone is helpful. Indeed, if we know for example that f is true when the
variable z is true and y is false, we can deduce that f will also be true
when y is true. This leads us to the definition of a cut set.

Cut set of a monotone function

A cut set is a set of variables, which, when set to true, make the func-
tion true. Notice that if {A, B,C} is a cut set, then so are {A, B,C, D}
{A,B,C,E}, {A,B,C,D,E}... A cut set is minimal when none of its
subsets is also a cut set.

Finding the combination of failure modes inducing a system-level fail-
ure is an instance of the problem of finding the minimal cut sets of a
boolean function.

3.3 Solution using a SAT solver

SAT solvers are tools used to check the satisfiability of boolean expres-
sions. Given a boolean formula, such tools reply either “Yes, this formula
is satisfiable, and an exampleis ...” or “No, this formula is contradictory”.

| Satisfiable/Contradictory

Boolean formula———= SAT-Solver o
—— If satisfiable, an example

An example of how to use a SAT solver in FTA is given in [1]. Here is
a generalization of this algorithm, which can be used to find all minimal
cut sets (MCS) of any monotone boolean function.

The idea is to extract minimal cut sets from satisfying assignments,
by increasing size. Each iteration of the outer loop computes an example
satisfying the boolean function f. Each such example contains a cut set
of size k.

Function ComputeMCS(Boolean Function f): Set of Minimal Cut Sets
Variables

Boolean expression previouslyExplored := FALSE

Set of Minimal Cut Sets result := empty set

Boolean expression formula



Integer n := number of variables of f

Integer k;

Boolean satisfiable

Minimal Cut Set mcs

Begin
For k := 0 ton
Repeat
formula := Eqk(k, x1, x2, ..., xn) AND NOT f(x1, x2,
AND NOT previouslyExplored

(satisfiable, example) := CallSATSolver (formula)

If (satisfiable) then
{The set of variables set to TRUE in example is a MCS}
mcs = ExtractPositiveVariables(example)

previouslyExplored := previouslyExplored OR VAR (mcs)
EndIf
Until not satisfiable
next k

Return result
EndFunction

{ Build the conjunction of a set of variables }
Function VAR(Set of variables mcs): Boolean expression
Variables

Boolean expression ReturnedExpression := TRUE
Begin

Forall variable X of mcs
ReturnedExpression := ReturnedExpression AND X
Done

Return ReturnedExpression

EndFunction

We can use this algorithm for FTA by replacing f by a requirement,
i.e. a boolean formula expressing a property a system must respect. For
example, it could be “The bulb lights on when the lamp is switched on”.
A requirement usually binds together several variables: failure variables,
inputs and outputs. Here, we fix the values of inputs and outputs. The
analysis is performed for a given configuration of the system.

Does this algorithm really solve our problem ? We need to verify that
it really does three things:

e When it terminates, do we get all the minimal cut sets ?
e When it terminates, do we get only the minimal cut sets ?

e Does it always terminate ?

., Xn)



3.3.1 All minimal cut sets are returned

We will use a proof by contradiction. Suppose that the algorithm misses
one minimal cut-set C of size . As the algorithm terminated, formula
became contradictory for £ = [. That means no assignment of values
to the variables could make f true. However, C verifies Egk(k, z1, z2,
..., zn) (because k = l). Moreover, it satisfies NOT f(z1, z2, ..., zn)
(otherwise it would not be a cut set). Finally, m does not contradict
NOT PreviouslyEzplored, as it was not found. But that means formula
can be satisfied, what is a contradiction.

3.3.2 Only minimal cut sets are retrieved

Here again, we will use a proof by contradiction. Assume the SAT-Solver
returned a non-minimal cut set C. Then there must be a minimal cut
set M such that M C C. As all minimal cut sets are computed, M is
in PreviouslyEzplored. Therefore, C contradicts PreviouslyEzplored, and
could not be returned by the SAT-Solver.

3.3.3 The algorithm terminates

The for loop terminates iff the Repeat does, for every k. To prove that,
we can try to find an expression that must remain positive, and that
is decreased by every iteration of the Repeat loop. Such an expression
is the number of minimal cut sets of size k not yet found. Indeed, there
are a finite number of those, and one of them is removed at each iteration.

This algorithm has an interesting feature: it computes the cut sets in
an iterative manner. As designers are often interested in the smaller cut
sets only, it could be possible to stop the computation once the designer
is satisfied with the cut sets already computed.

4 Non-monotone systems

Dealing with non-monotone fault trees is harder. Indeed, it is not enough
to find out which failure modes must be enabled. Some failure modes must
be disabled, too. We will first present an example of such a system, then
define non-monotone boolean functions, and finally describe an algorithm
by Olivier Coudert and Jean-Christophe Madre [3] to perform the FTA.

4.1 Example

Below is the description of an adder:



bits corrupted

power fails

bits corrupted

This system is supposed to compute the sum C of two numbers A
and B. Numbers are represented by finite words of bits. However, two
different kinds of failures can happen: A or B get corrupted, C is forced to
0 by a power failure. The Fault Tree for the computation of 0+ 0 follows.



0 + 0 not equal to O

Power
failure

Notice that it is not enough to have the inputs corrupted to get a
wrong result. Indeed, a power failures may “correct” the corruption of
the inputs.

4.2 Definitions

We introduce the notion of Prime Implicants of non-monotone functions.
They play the same role as Minimal Cut Sets for monotone functions.

Assignment to boolean variables
Let V be a set of boolean variables. Then an assignment is a partial func-
tion from V to {True, False}.

Prime Implicant

An Implicant of a boolean function fis an assignment to some of the vari-
ables of fthat makes f true.

To define a Prime Implicant, we need to define a relation C over impli-
cants:
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Vimplicants C, D : C C D ifft Vz € Dom(C) : £ € Dom(D)AC(z) = D(z),
where Dom/(C') denotes the domain of C

A Prime Implicant I of fis an Implicant of f such that there is no other
Implicant C'such that C C I.

For example, {(A,True), (B,False)} is an implicant of f: (A4,B,C) —
AV (B AC), but is not prime. However, {(A,True)} is.

In [3], a method using metaproducts to represent implicants is de-
scribed. A metaproduct is a string {z1, ~z1, €} X {z2, "2, €}...{xpn, "Tpn, €}
Each symbol of the string indicates if a variable should be set to True, to
False, or if its value does not matter. Thus, if z1—x2x4 is an implicant of
a function f, then 1 A ~z2 Ax3 Axza = f and z1 A -z2 A nx3 A 24 = f.

4.3 Solution using BDDs

Binary Decision Diagrams [6] are structures representing boolean func-
tions in a compact way. Here is a short reminder.

4.3.1 BDDs

Binary Decision Diagram

A BDD is a direct acyclic graph representing a boolean expression E.
Each node represents a boolean variable zj. From each node originate
either two or zero arrows. These arrows are labeled Ai and low. The sub-
graph pointed by the hi arrow represents the expression E where xj, is
replaced by True. Similarly, the low subgraph represents E where zy, is
replaced by False.

Reduced Ordered Binary Decision Diagram

The order of variables encountered on all paths from the top of a BDD to
the leaves must always be the same for Ordered Binary Decision Diagrams.
A OBDD is reduced when the two following conditions are met:

e Two instances of a same subgraph can never exist. Instead, different
nodes whose children are identical will point to the same instance of
a unique child.

e There is no node such that its hi and low arrows point to the same
subgraph.

11



True False True F:\Se True F:Ise

The left most graph shows a simple BDD. It is not reduced, as it brakes

both rules. The middle graph respects the first rule, but not the second.
The right-most BDD is reduced, as it respects both rules.

From now on, the term BDD will be used, but it should really been

understood as ROBDD.

4.3.2 Finding the Prime Implicants using BDDs

Here, we describe a method based on BDDs to compute and store prime
implicants. For each fault variable x;, two new variables are created in
the BDD representing the set of prime implicants.

e Ouz; indicates if the variable must be set to some value, or if it can
be left free

e Sz; indicates the value z, should take. It is only needed in the case
Oz; is true.

An efficient method to compute all the prime implicants is presented
in [3] and [7]. It is based on this theorem:

PI(f)= -0Oz; API(fs; A f-z;)
V(Ozi A =PI(fo; A fozi))A
(S8zi A PI(fz;) V ~Szi A PI(f-2,))

PI(f) is the set of all the prime implicants of f.
fz is the boolean function whose expression is the same as the one of f,
but with every occurrence of x replaced by true.
f-z is the boolean function whose expression is the same as the one of f,
but with every occurrence of x replaced by false.

If f is represented with a BDD, this method takes a time linear to the
number of its nodes.

5 Future work

There are a number of limitations to the application of the methods in
sections 3.3 and 4.3.2:
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e The FTA is performed on one state of the system. Configurations
variables must be assigned fixed values

e Inputs and outputs of the system must be booleans
e Sequential systems are not supported

All these limitations restrict the usefulness our the methods previously
presented to a few systems. In this section, we expose what extensions
should be handled, as well as the issues they raise.

5.1 Non-fixed configuration

Usually, Fault Tree Analyses are performed with fixed values assigned to
the configuration variables. However, it could be interesting to be able to
answer these questions:

e Are there prime implicants valid in all possible configurations ?

e Generally, in which configurations a combination of failures is a
prime implicant ?
How to express such prime implicants 7 A solution is not to distinguish
between failure and configuration variables. Recall failure modes are in-
puts that cannot be controlled by the user or the system. If we do not
fix the value of configuration variables, they too become “uncontrollable”.
New issues would then arise:

e The number of variables would be increased. This would obviously
reduce the efficiency of the algorithms.

e Introducing these configuration variables into a previously monotone
fault tree may break its monotonicity, thus forbidding the use of our
SAT-Solver based method.

o While fault variables are always boolean, this may not be the case for
inputs and outputs. For example, they could be numerical values.
In that case, it is interesting to integrate arithmetics in the process.
Some SAT Solvers can handle arithmetics.

Minimal Cut Sets or Prime Implicants may include predicates. For exam-
ple, we encounter cut sets like { “water_level > level _hi”, valve_out fails_close}.
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Below is an example to illustrate the use of non-fixed configurations.

opened

flow_in  _______|

actual_flow_in

valve

valve_in_fails_open

valve_in_fails_open

level_low

level_hi
water_level

flow_out

opened
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This system describes a tank, containing a varying level of liquid. Two
valves control the amount of water to enter and to leave the tank. Those
two valves can fail to open or close. For example, a valve which fails to
open will remain closed. Valves cannot fail both to close and to open.
Users can ask for water to be delivered. They do not have direct access
to the tank. Instead, a controller handles their requests.

water_level | L _ valve_in_open

expected_out_flow | L _  valve_out_oper
Controller

The controller must ensure that there always is enough water in the
tank to fulfill users’ requests. It must also prevent any overflow of the tank.

The goal of the analysis is to find out whether the controller will be
able to control the level of water. For example, it must be able to close
the input valve when no one is taking water out of the tank. It should
also open the output valve in case the level of water becomes too high.
While looking simple, this example combines many features:

e The level of water is defined in terms of its previous value, as its value
at some point in time depends on its value a short while before. This
means we are dealing with a temporal system.

e Arithmetics are used to compute the level.

One of the requirements for such a system could be “The level of wa-
ter always remains between level_lo and level hi’. Normally, a designer
would have to draw several fault trees, depending on the value of ez-
pected_out_flow and the current level of water. Instead, it is possible to
build only one fault tree. The configuration variables (ezpected_out_flow
and water_level, in this case) play the same role as failure variables.

5.2 Sequential systems

A sequential system depends on time. Each variable can have different
values, depend on the value of time. Time is discreet, and variables are
only allowed to change when time changes. Such systems can be de-
scribed using Lustre [10]. So far, we considered the case of combinational
systems. Now we discuss how time influences FTA, and we investigate
how to automate FTA of sequential systems.

We see two kind of approaches:

e Fault variables are not allowed to change. However, inputs, outputs
and internal variables may change.
In the context of FTA, an implicant becomes a constant assignment
to variables inducing a failure at some point in time.

e Every variable, including the fault variables, may change.
In the context of FTA, an implicant becomes a “temporal” assign-
ment to variables inducing a failure at some point in time. This
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case introduces a new difficulty. If the amount of time to pass is not
bound, the number of implicants may be infinite.

We have to differentiate different kinds of failures:

e Failures that remain constant once triggered

e Temporary failures that are enabled for a limited period of time
e Temporary failures triggered regularly.

We have several possibilities concerning the configuration variables of
the system:

e Provide an initial state for the system
e Put restrictions on the initial states
e Restrict how variables can change with time.

We have to deal with temporal logic. If we do not allow fault variables
to vary, we could certainly use model checking to perform FTA. Both
BDDs and SAT-Solvers can be used in model checking.

6 Quantitative analysis

All the work described previously deals with the qualitative analysis part
of FTA. While this first analysis already provides meaningful information,
designers often want to compute an estimation of the probability of oc-
currence of a system-level failure. In order to perform such an estimation,
the designer must provide the probability of failure for each component.
Assuming each component failure is independent of all other failures, the
computation of the system-level failure probability can be done using a
simple formula.

P(T)= Y7  P(Ci)
-2 2, P(CinCy)
+ZiZjZkP(Cianan)
+.

+(=1)"TP(CiNC2N...NCY)
Here, C; are the prime implicants which induce the top event 7. Note
that this formula is made of an exponential number of terms. The need

for such a number of terms comes from the fact that the prime implicants
are not necessary disjoint.
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This figures shows that some areas are counted multiple times after the
first step of the sum. The following terms aim at counting each area ex-
actly once.

However, if we instead have a partition of the set of truth values of T,
the formula turns into a much smaller one:

P(T)= )., P(Qi)

Indeed, as shown on the picture below, only the first step of the sum is
now needed, as we re-arranged the three original surfaces. They are now
disjoint, and each zone is counted exactly once.

In the second formula, the @; are the elements of the partition. The
problem consists now of finding such a partition. [9] shows how BDDs
can be used to manage this. Recall that a fault tree is in fact a boolean
formula, which can be encoded as a BDD. Each path from the top node
to the leaves in a BDD describes an implicant of this function. All those
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implicants have the property that they are contradictory with every other
implicant:
v%.})l # j, Cz A C] =false.

7 Related work

We shortly introduce a few papers dealing with FTA.

[1] introduces safety analysis, FTA. It demonstrates how to use a formal
methods tool to analyze non monotone systems. The tool used in this
paper is NP-Tools, from Prover Technology AB.

Olivier Coudert and Jean-Christophe Madre worked on computing min-
imal cut sets and prime implicants of boolean functions. In [2], they
present methods to compute prime covers of functions. In [3], they show
an efficient method to compute the set of all prime implicants of a boolean
function.

BDDs are used are used in both these papers. Unfortunately, some sys-
tems cannot be modeled using BDDs. In [4], Poul Frederick Williams,
Macha Nikolskaia, Antoine Rauzy show how to avoid their use in relia-
bility analysis. Instead of BDDs, they use Boolean Expression Diagrams
(I5]).

In [8], the case of systems depending on time is discussed. It is shown
how to combine different methods to analyze such systems. BDDs are
used to analyze systems, or parts of systems, that do not depend on time.
A difference is made between static Fault Trees, and dynamic Fault Trees.
Dynamic Fault Trees are used to analyze systems including a time depen-
dency. Markov chains are used to model dynamic Fault Trees. Differential
equations are derived from these Markov chains, and are solved.

Finally, J.D Andrews and S.J. Dunnett show how BDDs can be used to
perform exact quantitative FTA in [9] (the section “Qualitative Analysis”
in this paper is a short summary of this paper).

8 Conclusion

Our work shows that it is possible to bypass the construction of fault trees
by hand when performing FTA. In order to achieve that, the system to
analyze must be formally described. There are tools that aim at easing
the process of formally describing a system. For example, Telelogic Tau
Scade provides a graphical interface to the Lustre programming language.

We presented a method to iteratively compute minimal cut sets of
monotone fault trees by using a SAT-Solver. For other non-monotone
systems, it is possible to use a BDD-based method [3] by Olivier Coudert
and Jean Christophe Madre.

However, these methods have their limitations. We showed extensions
to traditional FTA that could be useful to designers.
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